Control Activities

Control activities are the policies and procedures that help ensure that actions identified as necessary to manage risks are carried out properly and in a timely manner. Control activities include approvals, authorizations, verifications, reconciliations, reviews of performance, security of assets, segregation of duties, and controls over information systems (general and application controls). Most importantly, policies must be implemented thoughtfully, conscientiously, and consistently; a procedure will not be useful if performed mechanically without a sharp continuing focus on conditions to which the policy is directed. Further, it is essential that unusual conditions identified as a result of performing procedures be investigated and appropriate corrective action taken.

Approvals, Authorizations, and Verifications – Management authorizes employees to perform certain activities and to execute certain transactions within limited parameters. In addition, management specifies those activities or transactions which need supervisory approval before they are performed or executed by employees. A supervisor’s approval implies that he or she has verified and validated that the activity or transaction conforms with established policies and procedures.

Reconciliations – An employee relates different sets of data to one another, identifies and investigates differences, and takes corrective action, when necessary.

Reviews of Performance – Management compares information about current performance to budges, forecasts, prior periods, competitors, or other benchmarks to measure the extent to which goals and objectives are being achieved and to identify unexpected results or unusual conditions which require follow-up.

Security of Assets – Access to equipment, inventories, securities, cash, and other assets is restricted; assets are periodically counted and compared to amounts shown on control records.

Segregations of Duties – Duties are segregated among different people to reduce the risk of error or inappropriate action. Normally, responsibilities for initiating transactions, approving transactions, recording transactions, handling the related asset(s), reconciling balances, and reviewing reports are separated. (One person cannot steal and conceal)
Controls over Information Systems – Controls associated with information technology are grouped into broad categories—general controls and application controls. General controls commonly include controls over data center operations, system software acquisition and maintenance, access security, and application system development and maintenance. Application controls such as computer matching and edit checks are programmed steps within application software; they are designed to control application processing, helping to ensure the completeness and accuracy of transaction processing, authorization, and validity. General controls need to support the functioning of application controls and both are needed to ensure complete and accurate information processing.
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